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Professional Summary:

· Over 12+ years of IT Industry experience in automating operations across multiple platforms in virtualization with installation, configuration, administration, support of Xen app, Xen server, Xen desktop, VMware ESXi 3.5/4.1 /5.0/5.1/5.5/6.0, VMware View/Horizon 4/5/5.3/6.x, Windows Server 2003/2008/2008R2/2012, Windows 7/8.1/10, Active Directory and Linux/UNIX.
· Expertise in installation, configuration and administration of Windows 2008/2012/2016& 2012/2012R2 servers on HP/Compaq, Dell Power Edge, IBM xSeries hardware platforms.
· WINS, DNS, DHCP and Active Directory services in Windows 2008/2012//2016 R2 & 2012/2016 R2 servers.
· Experience in Implementing and Administration of Active Directory Services, replication, Trust Relationship and Enforcing Domain Group Policy.
· Experience in implementing and configuring hardware and software RAID under Windows NT/2000/2003/2008.
· Worked in large complex directory environments with experience supporting Windows 2003/2008 Active Directory (AD).
· Experience with Microsoft Network Load Balancing and Microsoft Clustering technologies.
· Patching and hardening Win2000/Win2008/2012/ R2 & 2012/2016 R2 servers using Windows Update and also by using the staged patches.
· Experience in resolving all levels of Severity Tickets, root cause investigations, system outages.
· Extensive knowledge in advance features like vMotion, Storagev Motion, FT.
· Excellent experience in working on configuring ESXi hosts and clusters with all advanced features like HA, DRS, DPM etc.
· Commvault upgrade from v9 to v11 & Servers moved from Netbackup to Commvault
· Installation, Implementing, Configuring and Administration of CommVault/Simpana (Version 9.0/10.0/11.0).
· Worked in a backup environment where more than 2500 clients, 150 media servers and average daily data backup size is more than 1.2 PB.
· Configuring & Managing CommVault Media Agents.
· Extensive knowledge in troubleshooting the vCenter6. x.
· Monitoring of VM’s & ESXi server components (CPU, Memory, Disk, Network Utilization) and security hardening for Security Compliance.
· Good experience in SAN, NAS technologies.
· Strong communication and people skills, both written and verbal. Able to assess and resolve client issues quickly. A proven record of reliability, the ability to perform under time constraints, and good judgment under pressure.
· Expertise in designing and implementing Microsoft Active Directory, including Access Controls, Group Policy, Kerberos Authentication, naming standards, trust relationships, security policies and standards.
· Extensive knowledge of Active Directory Domain Services, DNS, DHCP, Certificate Services, and WINS.
· Proficient in various virtualization technologies including VMware ESX/ESXi, Hyper-V, Citrix, and Azure, with hands-on experience in creating and managing virtual machines.

· Proficiency in Windows Active Directory Administration, Windows Server 2008, 2012, 2012R2, 2016, 2019, 2022, GPO, DNS, TCP/IP, DHCP, and managing Microsoft SQL Server.

· Expertise in implementing and maintaining AD Infrastructure as a service in Microsoft Azure cloud platform.
· Skilled in migrating on-premises Instances or Azure Classic Instances to Azure ARM Subscription with Azure Site Recovery.
· Expertise in installing, configuring, and providing support for LDAP in the development, testing, staging, and production environment.
· Experience in designing and configuring AD Forests, Domains, Trusts, Group Policy, OU's, promotion & demotion of domain controllers.
· Extensive experience in deployment, migration, patching, and troubleshooting of Windows 2008 to 2019/2022 Domain Controllers in Active Directory.
· Expertise in Active Directory design and support, including Group Policy Object (GPO), Active Directory (AD) Schema, Organization Unit (OU), LDAP, Sites, Replication, etc.

Technical Skills:

	
VMwarePlatform Skills
	vSphere 6.5 / 6.0 /5.1 / 5.0 / 4.1 / 4.0, ESXi 5.1 / 5.0, ESX 4.1 / 4.0,
Virtual Center Server, VMware View, VMware VCenter Orchestrator, HA, DRS, Storage VMotion, Site Recovery Manager, Host Profiles, VApp, VMware vCenter Heartbeat, VMware VSphere Client, VMware Thinapp, P2V, V2V, VMware Consolidated Backup, VMware Management Assistant, Vcops, Plate spin Power convert,Citrix.

	
Microsoft Products and tools
	Active Directory Domain Services, AD lightweight Directory Services, AD Certificate Services, Active Directory Federation Services, Active Directory Rights Management Services, DNS, Exchange 2007, Exchange 2010, Hyper‐V, WSUS server, SQL Server 2005, SQL server 2008, Microsoft System Center Configuration Manager, Microsoft System Center Operations Manager, IIS 6, IIS 7, DHCP, TCP/IP.

	Server	Operating Systems
	Windows 2003, 2008 R2, 2012.

	Desktop Operating Systems
	WindowsXP,7,8,10, Linux: Debain, Redhat, Ubuntu, MAC OS

	Management Tools
	HP Onboard Administrator, HP Virtual Connect Manager, HP Service Manager, Avocent DS View, Putty, MKS Integrity Change Management Software, Vulnerability Management, groundworks VI Monitoring Tool, VMKernel Monitoring Software, IBM Tivoli Storage Manager, Microsoft
Robocopy GUI, Solar winds IP Address Tracker, Veeam Backup, FastSCP.

	Switching
	DNS,DHCP,SAN Storage, TCP/IP,

	Remote Accesses
	VDI ,VRA, Storage VMotion,



Professional Experience:

Sutter Health, Sacramento, CA	Jan 2020 to till date Sr. Systems Engineer

Sutter health provide coordinated care to more than 3 million Californians. It operates 24 acute

care hospitals and over 200 clinics in Northern California. Sutter’s integrated network has created a connected model of care that is delivering coordinated healthcare when, where and how people need it. We are committed to
ensuring healthcare is accessible and inclusive to all by offering comprehensive services and quality health programs tailored to the diverse communities we serve.
· Managing Active Directory Domain Controllers, DNS, DHCP and WINS Servers.
· Operating System security hardening of Domain Controllers across the enterprise.
· Planned and implemented Group Policy Objects, assigned proper rights and permission to users for accessing files and directories within Active Directory.
· Installed and Configured WIN, DNS, DHCP, IIS and Terminal Services.
· Extensively managed active directory like all the problems related to user accounts, domain accounts, managing permissions etc.
· Extensive knowledge of System Center Configuration Manager (SCCM), Microsoft Deployment Toolkit (MDT), and Microsoft Desktop Optimization Platforms (MDOP).
· Advanced knowledge of OS performance optimization, hardware configuration, and related root cause analysis and troubleshooting.
· Creating and maintaining user accounts, profiles, security, rights, disk space and process monitoring using Active directory using PowerShell.
· Responsible for providing 3rd level support to applications in Production.
· Responsible for establishing forest level trust between different forest and authenticating users for unrestricted access in the specified forest for all the available resources.
· Expertise in deployment and troubleshooting of windows 2008, 2012 and 2016 R2 Domain Controllers in Active Directory.
· Involved in Managing, Upgrading, Installing, and Supporting Windows 2008 R2 and 2012 R2 Servers.
· Reviewed Active Directory and exchange structure and made recommendations for changes to follow Microsoft best practices
· Extensive professional experience in Windows R2/2012 R2 Servers, Active Directory.
· Experience in troubleshooting AD issues (DNS, Replication, Server related issues & User related issues)
· Expertise in Migration Using Quest Migration Manager Tool for Active Directory
· Active Directory Recovery (Quest Recovery Manager, AD restore, LDAP and Authoritative Restores).
· SSL certificate installation, managing service accounts and configuration and management for the hosted websites in IIS.
· Created CA Certificate, signed CA Certificate and, restarted http task to correct an issue with an expired web server certificate.
· Certificate Authority Administrator: Support, Install, Admin, and Issue CA
· Experience in installing, configuring SiteMinder policy server, Web agents, Netegrity Transaction Minder, Active Directory server (LDAP) and various Web & Application servers.
· Expertise in managing the users and objects using Identity Manager
· Managing Backups and restore of domain controllers using Dell Recovery Backup Manager Tool.
· Experience in PowerShell scripting.
· Answering inbound support calls for Fidelis Care employees.
· Monitoring self-service queues, and following up on open tickets and escalating to the appropriate team.
· Work with other departments within Fidelis to help improve SOPs and workflows.
· Implemented Azure infrastructure extending the corporate network, moving ADFS, AD, Azure AD Connect

· Implementing additional Azure/O365 services such as ASR, File Sync, load balancers, EOP with ATP
· Created custom network scanner in PowerShell to populate asset database.
· Maintained custom PowerShell scripts that interact with Office 365, Active Directory, SQL, and VMware.
· Managed Group Polices, Security groups, and file shares for Trinity enterprise
· Used Operating System Deployment (OSD) module of the Microsoft Deployment Toolkit (MDT) to create automated server builds for both physical and in VMware ESX 5.5 environments.
· Also used PowerShell scripts to automated server builds for both physical and in VMware ESX 5.5 environments.
· Experience in installing, configuring and managing infrastructure using VMware technologies viz. ESX/ESXi 4.x/5.x/6.x, vSphere 5.0, vCenter, VMware View 5.0/5.5, 6.0VMware vCenter Converter etc.
· Design and architecture work for up grading enterprise from Active Directory 2008 to 2012
· Domain Controller promotions on 2012 member servers
· Domain Controller Demotions to eliminate 2003 DCs
· Installing, configuring, administration of Windows 2012 servers, Active Directory Services, DNS DHCP, FTP, WSUS, IIS Web Server and SQL Database Server, System Management Servers (SMS) servers.
· Worked with team grading enterprise from Exchange 2007 to Exchange 2013
· Served as Active Directory Federation Services (ADFS) Subject Matter Expert Environment: Active Directory, LDAP, Windows 2008 R2/ 2012R2/ 2016, SCCM,` DNS, DHCP, WINS, SSO, Power Shell, QMM, Change auditor, InTrust, VMware, Hyper V, FIM, DNS, DHCP, ADFS, IIS, SSL, FTP, ADMT, PKI, WSUS, Azure, CyberArk.

Client: ZSN Technologies, Texas.	Sep 2017 – Oct 2019 Role: Infrastructure Engineer


Responsibilities:
· Perform system administration and management duties for all virtual infrastructure systems and supporting physical infrastructure in Primary and DR Data-Center sites.
· Install, configure and manage HP Blade Gen 8,9,10 series/standalone hardware including upgrading firmware/configuring OA and setting up system profiles.
· Monitor, administer and maintain vCenter6.x modules and configurations.
· Building VM’s, managing VM templates, executing technical discovery, design, and deployment deliverables for VM migrations and performance management of a large, pre- production and production.
· Developed UAT process for new VDI implementations.

· Support implementation, configuration and operations and maintenance of VMware components to include SRM, VDI and vRops.
· Implement patches and upgrades to ensure VM environment in compliance with CIS recommendations.
· Responsible to  provide strategic and tactical direction for the Active Directory Services, Identity and Access Management, Roles Based Access Control and Segregation of Duties
· Managed Active Directory Domain Services for objects management (users, contact, groups, network printers, network guests' nodes) and Active Directory Lightweight Active Directory Services for deployment of applications.
· Migrated Newly built Windows 2012 Domain controllers and 2 major application servers for Insurance policy writing services for a New Active Directory Forest, engineered from the ground up ( OUs, GPOS and trusts included) .
· Creating, Testing and implementing GPO's in QA, Dev and Production Environment.
· Develop documentation on new or existing systems.
· Planning, creating and managing AD group policy templates and policies administration, operating system security patches upgrade procedure for secure computing and network environment.
· Troubleshooting assistance and expertise related to VMware and HPE environment. Serve as a technical escalation point in support of high risk, complex operational challenges
· Configuring VMware virtual machine Port Groups, console ports groups, VMKernel port groups and VLANs.
· Performing VDI migration via developed process workflow - VMware View 6.0 to Horizon 7.0.
· Creating Organizational Units (OU's) and setting up Group Policy Objects (GPO ), and Group Policy Containers (GPC)
· Good experience working with HP C7000 enclosures.
· Identify, analyze, and resolve system problems
· Optimize, automate and troubleshoot a Virtual Environment using PowerCLI Scripts.
· Participate in rotational System Administration ON Call support roster
· Understand the snapshots and clones and making sure that Tape backups using TSM is running as required.
· Conduct daily system health checks of VDI environments.
· Work with Engineering and Architecture teams on new products/strategies and recommend solutions

ENVIRONMENT: HP blade server, Esx (i) 5.5 U2/6.0/6.2, Windows 2012/2016/2016 R2, VMWARE VIRTUALCENTER SERVERS, VMWARE VSPHERE ESX(i), Power Edge Servers.

Client: Verizon Inc, Irving, Taxes.	Jan 2016 – Aug 2017 Role: Sr.VMware Engineer

Description: Verizon is a leader in telecommunication services, including cell phones, wireless, U- verse, digital TV, high speed internet, DSL and home phone services. Performed migration of servers to virtualized environment under VMware vSphere 4 using VMware converter thereby reduced overall IT infrastructure footprint.

Responsibilities:
· Built new Windows Server 2012/2012 R2 on Intel Server Platforms, IBM/HP/Dell Power Edge servers as per the company’s Windows build standards.
· Administered and setup user profiles in Win2012/2016 servers and ADS maintenance

· Administered and setup Print servers in Win2012/2016 server.
· Implemented DHCP, DNS,Domain trust relationship, file and print services, user and group management.
· Active Directory Federation Services (ADFS), SAML, web Single Sign-on (SSO), OAuth and related authentication technologies.
· Implemented RAID5 for Fault Tolerance on Domain Controllers.
· Installed SQL server 2005 and deployed many SQL cluster deployments for clients for database requirements.
· Migrated IIS6.0 to IIS7.0 using windows deployment tool 2.0.
· Patched the Production Servers during the green zone window with security patches.
· Maintained the Software deployment and management solution and ensure proper patching on client systems. Maintained the Domain environment, including setting policies as per the security settings.
· Defined group permissions and creating local and global groups with account policies using Enterprise Administrator. Created user rights and defining local and roaming profiles.
· Maintained the server inventory and document the server build/decommission, application installation/configuration, backup verifications, Operating System user accounts auditing, etc.
· Worked on Change Management and Request Management Tickets in Remedy Tool.
· Configured and enabled VMware EVC on VMware clusters.
· VMware system patching using updates manager and managed ESX Hosts using VMware VCenter.
· Ensured servers are current with firmware, drivers, patches and security updates.
· Linked different VCenter servers using linked mode to have a single instance through VSphere client to manage the whole Virtual environment.
· Configured Hardware iSCSI to Rack servers and add storage to VMware ESX hosts.
· Configured VMware VCenter Alarms for data store and host memory and CPU usage.
· Managed and configured VMware Clusters, VMware DRS, High Availability (HA) and VMotion.
· Set up VMware standard VSwitch and ports groups (Service Console, Virtual Machine and VMKernel.
· Created and managed Virtual Machines and Templates worked with clones and snapshots of Virtual Machines.
· Created Virtual Machines on Shared Data Store and worked on Migrating Virtual Machines with VMotion.
· Provided 24/7 on call support for critical and production issues
.
ENVIRONMENT:	Windows	Server	2008/2012/2016/2008R2/2012/2012R2, INTEL/IBM/HP/DELL Server, SQL Server 2005, ESX 5.5/6.0.

Client: Raza.com Inc, Chicago, Illinois.	March 2014 – Dec 2015 Role: Sr. System Engineer

Description: Raza leads the world in international calling plans with popular features to make it easier for you to manage your calls. We work to bring new features, manage your account online with our user-friendly interface, and get special offers and exclusive deals directly from Raza. Staying connected in today’s fast-paced world is easy when you get an international calling plan from Raza.com.


Responsibilities:
· Experienced in implementing, migrating, maintaining, and supporting technologies like Citrix, Active Directory, VMware VSphere and VMWare Horizon View.
· Develop standards and guidelines to guide the support, maintenance, and use of new systems.
· Windows system builds including 2008/2012 Enterprise, Standard, and R2 and maintained the entire VDI environment by building 40 ESXI servers.
· Installation, Implementing, Configuring and Administration of CommVault/Simpana.
· Upgrade of ESXi hosts from ESXi 5.5 to ESXi 6.0 and applied patches to the ESXi hosts using VMware’s Update Manager. Migrated client's Data Protection environment solution from IBM TSM 6.1 to Commvault Simpana V10 SP2.
· Deploying VMware Horizon View 5.0/5.5/6 as well implementing Escalation Point for all Citrix Issues and RES Profile Management to replace the legacy Windows with current Running profiles.
· Managing Identity Access management of Azure Subscriptions, Azure AD, Azure AD Application Proxy, Azure AD Connect, Azure AD Pass Through Authentication 
· Creating and managing application integrations for identify and access management. Having Experience of Creating conditional Access policies Multifactor authentication (MFA), Resetting MFA and Resolving the MFA issues. 
· Performed daily monitoring tasks to assure the proper health of multiple Active Directory environments Supported multi-domain DNS environments and configured DHCP scope for those environments.
· Expertise in Active Directory Design and support (GPOs, AD Schema, OUs, LDAP, Sites, Replication, etc.)
· Create and Manage Application Groups in AD domain.
· Familiarity in the following areas: single sign-on, enterprise directory architecture and design, directory schema, namespace, replication topology, resource provisioning, role-based access Control, user lifecycle
· Xi servers on HP, DELL, and Lenovo hardware.
· Expertise in Commvault V9,10,11.
· Responsible for LDAP LOAD testing on SunOne Directory with 5+K users, analyzing the bottlenecks and debugging the logs and performance tuning.
· Configure and setup VDI desktops on VMware View/Horizon and configure VMware Workstation for all testing and development purpose.
· Involved in operational support of Active Directory, WINS, DNS, and AD enabled applications.
· Troubleshooting AD related issues (DNS, Replication, server and User related issues). 
· Troubleshooting AD user account lockout issues.
· Involved in daily Performance monitoring and Active Directory troubleshooting with the ability to analyze server performance and make recommendations for improvement.
· Communicated with customers from problem identification through problem resolutions regarding technical support.
· Deploy	new	systems,	including	internally	developed	software,	into	staging/test environment, upon successful testing, and into production environment both Citrix and VDI.
· Migrated and updated 1500+ desktop Machines running on VMware legacy to VMware View
6.0 environment. According to client requirement provided 1000+ Virtual machines, 100+ Xen desktops in Citrix with required Applications.
· Work independently and in small teams. Microsoft servers and Active Directory Citrix GPO on VMware platforms ESXi 5.5, 6.0.

ENVIRONMENT: Windows 2008/2012/2016, HP Blade Server, IBM Server, ESX Server 5.0/5.5/6.0, CommVault/Simpana (Version 9.0/10.0/11.0 ) Citrix XenApP 4.5, 5, 6 and 6.5
Citrix XenDesktop‐ 4 and 5 Citrix XenServer‐5.6 and 6.

Client: Hilmar Cheese Company, Hilmar, CA	Nov 2012 – Feb 2014 Role: VMware Windows Engineer

Description: Hilmar Cheese is one of the world's largest and most respected manufacturers of cheese, whey protein, lactose and milk powders. Worked on Hilmar Chesses’ Cisco UCS servers to install, maintain and configure various VMWare components, managing ESXi hosts and VM’s and performing day to day operations.

Responsibilities:
· Installing and administering the various virtualization components like VCenter, VSphere etc.
· Supported VMware, specifically ESXi 5.5 to monitor cluster performance, optimize the server environment, diagnose and resolve production issues amongst Data Centers and over servers
· Configuration of VMotion, VSwitch, and VLAN in VMware VCenter.
· Worked on deploying and configuring shared recovery site, a many-to-one, or an N: 1 configuration in Site Recovery Manager (SRM) where we connect multiple protected sites to a single recovery site.
· Develop, test, and maintain a disaster recovery plan for critical VMs and application data.
· Troubleshooting Linux kernel issues and deep diving debugging and escalating to critical paths.
· Implementation and administration of VMWare,VRealize Operations (VROPs) and VRealize Login Sight.
· Develop and maintain O&S Standard Operating Procedures for VDI Environment.
· Involved in the migration of Virtual Machines and Virtual machine files using the VMotion, Storage VMotion and Storage virtualization platforms like HC 250.
· Experience on installing and configuring HPE Hyper V C250 Converged Platform.
· Experience in Software Defined Networking architecture and implementations.
· Good experience working on the Remedy and change management process
· Communicated with customers from problem identification through problem resolutions regarding technical support.
· Providing and maintaining user access in VMware virtual Center, configuring mail alert for any failure in HA, DRS, CPU and memory
· Managing	Linux	Infrastructure	involves	day-to-day	maintenance	of	servers	and troubleshooting.
· Provisioning Red Hat Enterprise Linux Server using PXE Boot according to requirements.
· Performed Red Hat Linux Kickstart installations on Red Hat 7/6.x/5.x, performed Red Hat Linux Kernel Tuning, memory upgrades.
· Build service profiles, boot policies from template from Cisco UCS manager also worked as GSO for NUTANIX.

ENVIRONMENT: VMware ESXi 5.0 Server, Windows 2008/2012 R2, SQL Server 2000, IIS 6.0/7.0, Dell Power Edge Servers, HP Servers, CISCO blade servers, IBM Blade Servers, Remote Desktop Services, IBM TSM, Microsoft Visual Studio TFS.

Client: CSR Industries Pvt Ltd. Hyderabad, India	June 2011‐ Oct 2012 Role: System Administrator


Description: This project is about comprehensive and integrated Hospital Management System for a Super Specialty Hospital. This package is used to computerize the activities of a servicing system. This package contains four modules. They are Administration, Patient Care System, Health Services, and Auxiliary Services. Each module is having sub modules with in this sub modules will maintain storing, registering, details of joining patient details, and over all day activities maintains one database.

RESPONSIBILITIES:
· Coordinated various tasks of system development – Planning, designing, and integration (including formal testing) and oversaw full transition into production.
· Worked on various third-party system components and in areas such as: development, migration, engineering, pre-sales, production, QA, operations and product management.
· Managed system configuration and its documentation to make sure planning and execution run efficiently.
· Managing printers' queues, spoolers, files and folders permission, maintenance/failover of cluster when required.
· Configured Terminal Server to access to the servers using Remote Desktop Protocol.
· Maintaining Local Area Network (LAN), using Cisco2950Switches.
· Worked closely with multiple partners to support product integration. Assisted in product deployment and internal documentation (diagrams and configuration notes).
· Given appropriate permissions and privilege to access our LAN and Domain environment.
· Configure and Managed MicrosoftOutlook 2003/2007 for the users.
· Perform troubleshooting of personal computers, peripheral equipment and applications, identifying problems and providing solutions.
· Custom build PC’s installed and configured peripheral devices and anti-virus software.
· Troubleshoot customer problems over the phone.
· Provide onsite technical assistance including cabling, computer repair and preventative maintenance.
· Analyze, log, track and complex software and hardware matters of significance pertaining to networking connectivity issues, printer, server, and application to meet business needs.
· Creating a backup job of data center on daily, weekly and monthly basis.

Environment: Windows 2000/2003, SMS, IIS 6.0, Exchange Server 2003, Microsoft WWSUS, Windows XP, VMware ESX Server, VMware Workstation.
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